B * B # ft /f 

PATENT OFFICE 
JAPANESE GOVERNMENT 

^^^ffcT^ ** * * ^ 0f application as filed 



0 ¥ Jl B 

te of Applicatioi 



lication Ni 




0 6 0 5M 8 0 
2000-135010 



licantfe): ffc^ftjfOT 





2001^ 2^230 



# Jfc fit 
Commissioner, 

Patent Office 




#2000—135010 



13B004035 

HSffiH] ^12^ 8H 

[HBR^ffHaiB] H04L 9/00 

G06F 9/00 

15 

[ft*] «* 

raxKM] #^;rFm;F[itm#K/M&im^wTi#% m^n^m^ 

[ft*] f|# 

[ft*] e/rr 
[ft*] 

[»SII##] 000003078 

[ft*Xtt*fM tt^tt 



1 



ffifE# 2001-3009241 



V_ ^2000—135010 

[^S!I##3 100083806 

03-3504-3075 

[MI#-5f3 100068342 

[f§BS!l##3 100100712 

[fti&XfcM&»] ^A«£T ^ 
[IttbtftlA] 

[»»![«] 100100929 
[#S±3 

[jx^xti^fM ;nx mm 

[»Bff##] 100108707 
[#«±3 

[IftbfeMA] 

[9H8J##] 100095500 

[ft*xa:*i953 ^« mm 

[»S0#*] 100101247 

[#a±3 



2 



miE# 2001-300924 1 



#2 000—135010 



[HeM#-S§-] 100098327 

[^tt£tt##] 001982 

21,000R 

I8*H# 1 

0® l 



3 



miiE# 2001-3009241 



#2000-135010 

mmm 

•9-0 

fa ffi^ifc© ^ n ^* 9 A ©#t3g*f M~e ^5f-^©fe #> ©ntF-5-ftMtt iuta^r 



ffi§E3#2 001-3009241 



#2000—135010 

mmnm^mt. u^t^nt=.ny^^hmmiz.^^n^mmm^. mm 

mmmi<Dm&&is^m-vm&mLfcmmn- rmmtm*. mmmmmzm 
ttfsav>f ^□^n^^if^©fai»^^e)^ffi-rm2(D^ffib 

mm&mmizz^xm^tv. m^tLt=.mmznyr**hmm£VT, mm 

£ Mzffi-t 2> £ £ £ £ -t & v * D rf a -fe y i*\ 



2 



m$E# 200 1- 3009241 



#2000—135010 

mmm 10M L#aT*i»* m b feitf fa n - F»fft«t ttrsa^gt & m 
iB*7-r * u7u±*/*)'W.m<Dmm^m-frt>wtfrm-?m 2 ®^^m b#«fc, 

!&K»2©«»ffib#au:ioTtS*ffiS*ife*«©^n^A&4lE-&ft-rs 

ifiF-&flsbfcS£i©flS£, «raa— «p«ffet9ffi— ©^p^Acon - Ffflp-^fttt-eit 

#fc b £fg 2 ©Hi:, tffSB— «f» *tJ8av>f * n 7u -fe y *©£Hlf*rei©-5fls b 

**iSf|£2©«fcbT©-H3M*&«-9ffcU f&lHf|2©ffi£^>ffcbk-i§it# 
, tf IBfH 3 ©It £ SHfc \ t Lfc—ftmn-m-tZ K © &m&— © :/ n 

^A©Hf?£HI^-t£W^#^£, 

[»#£6] tirSBIIff^«i*^a*#att. Kfffl-7>f * rivalry ihcH 



3 



2001-300924 1 



#2 000—135010 



9 n 7 n -fe v Vft® ©SB*^©*^ m& ffi -t & i e>Wt& m b3M£ £: , 

atrial vu-fuKv vK&omm^mfr t>m&m-tm 2 ©i*ajt#ii: 

ft®^m& ffi-f - £ © t* # v n v -r 9 n ^ n -fe »yif ftgp ©IBm#m i: . 
Hfi^fit#S£> tufa- ©:/n^A<z>it#f bit taSB^HlcfcoT^ 



4 



miE# 2001-3009241 



#2 000—135010 



^ n -fe y ^»©3B«;#«rt* f>i*ffitf 1 ©«#ffi 



ffiSE# 2001-3009241 



#2 000 — 135010 



[Mio] Buganff^-e^ff^tis^n^^A^ss^ stria-/ 
5 d £ £#$c £ •? z> v icsb^© v>f * n y a -fe >y i*- 0 

(D^n^A^ v^f^n^nty ^^©fH^a^ e>§B#ffi-rsi*m v^m 



m$E# 2001-3009241 



#2 000—135010 



ffiIE# 2001-3009241 



#2 000-135010 

mmu^it £ nfcmm;® zfu ? ^ & *mn -t z> ^ v z?h . 
uir^&vmftitnm-t&^'rvzfh. 

ttf SS^tfc© ^ n tr =y A * <D#mttM £ & £ ^ - # © £ to <z> Bif-SHf; «1£ 
fc«£ &tf* 5=- y zf £ , 



ffi!E4#2 001-3009241 



#2000—135010 

strian mm. & itrsB v >f * n -t y * ©»*ni*cfc-&ft s x -x- v 

x. m^tvx^hmn-t^^y^ii. 

[0 0 0 1] 



9 



ffiSE#2 001-300924 1 



#2 000 — 135010 

[0 0 0 2] 

^CPC£|#oTV^:3--^C£oTk}:£ffitC|frM^ ^©g^tfsg 
[0 0 0 3] 

v & v & p c x*m&/ & m e> m& iz mm t & * © # ^ ©it/t^© 

«hz>«*#**i e>^«Jcja*a* *i5 d £: &c J: o TiMPI^n fcr-#Rfrit£ tiT 
'KlcB&iS tifc^fitfifco £ £ bT < ^at-T -5 d H ttas#B&JhT*£ S 

m # <o U & 5: * £ < # -t C3 if CD Jfi i: & o X V % ft V ^ „ 
[0 0 0 4] 

tzL?>H)K pc±xmm. &m<Dn*£*no zzizt- * *mo<Dx\zv-7 h 

«)i7^5. PCt'lii> K^L-if^y^ hCxrco^^eaicfr^zii:^ 

y h^x7km- Fy:n7£Jt^T, *y h^-^^ifco^^SCTje* 
[0 0 0 5] 



mitE# 2001-3009241 



#2 000 — 135010 



y&flsri^&tlT V^<5 (David Aucsmith et.al; "Tamper Resistant Software: 
An Implementation" , Proceeding of the 1996 Intel Software Developer's C 
onf erence) „ 

[0 0 0 6] 

j v/\v£isTmm<D$>z>mmttiEizzi\s--&ftt=.v. pcv7 hv*T&& 

[0 0 0 7] 

tcg^Blffbt grille J: ^r-fe>>^ ^>#&^©$?ffiy-;wc«fc£ 

•r^*f "t S 3 £ # oTIg iC & & „ 
[0 0 0 8] 

£ m & -t Z> V&<D &r if £ £ o T V ^ § „ 
[0 0 0 9] 

[0010] 



1 1 



mSE# 2001 -3009241 



#2000—135010 



tt, PC0O SCSfcig&flD;*., O S ©i#o#*i&ftIffl bT, OS 

fey, ^©m#£8?#£*fcyT?£5^e>T?&5 0 

[0011] 

o mm<DMMHVX. '&5&frt><DMM-£&Z>'rrt4 CPU, static 
flnx. ^vh^-^^y^U^-^a^l/^OQoS (Quality of Service) 

[0 0 12] 

osn c pumm&mv %xt. *^y ®iuys•r;M?•^£#>©4f*g : &;&•r 
mxt=.**vgm(bfim*:. m&z>mm<D**=viz&m-tz>mmx$>2> 0 ^#© 

^Zr^VT-i/nyfrbm^^LX. 75f h fc* y ^£ 7^ U T- */ 3 
[0 0 13] 

ZL(Z>2o(Z>#*i£#tor fcjc <fc »J, tt^©B#j&-eos&T:7y ^r-S/aXDH 
*T#M&^iI:LT:*-*-y >^>3 y h£i:y. -^tiS: n \Z- £ fctt#giJ|;3tT?f0§ 
•T^3i:^Br|gT^^o £©*IBtty:/y4r-$/a>©%>^S«fc#ffi-t-£5K;fc 
K*8ioZli-tfX*%Zo 
[0014] 

1 2 ffi£E# 2001-3009241 



4#2 000—135010 



T-*(D^lt*fto&m*-tT*lZ\,^<-Dfr%it>tlT\<^Z> (HampsonfC^S^BI 
#ff^4,47,902#, HartmantCj:S^ffl#frffl5,224,166-5f-, DavisfC 
fr^5,806,706-i§\ TakahasilC.£5^H#frl|5,825,878-S§\ Leonard et.aHcj; 
£^ffl#ffrf|6,003,117-S§\ 1 - 2 8 2 7 5 6-i§^#^0 o d 

^ A©|*f^ H -T- Z <Dm$5 £ Z> ' k. te#Jt 3 tlT V^ & ^ „ 
[0015] 

Intel^t©x8 6 7-3f-5 1 *^*tC3£'3<fl£3feftffi (Hartman©^H#^S5,22 
4,166# % "System for seamless processing of encrypted and non-encrypted 
data and instructions" , JgtT, r^jRS* 1 J tt, 2S*T=I- Kfcv 5 

bTv**. KxB, ^n-fe^"9-K:«l«)a**ifcM»Ks jc^jtK-rs^BBilKp 

l?Bt#ffc$tlTE Kr [K x ] S>*lS. Ifctfot, Ks^ot^S 

o 

[0 0 16] 
[0 0 17] 

mm-tfm®: l j: e> t -r * am 

[0 0 18] 



1 3 



ffilE# 2001-3009241 



#2 000-135010 



x 8 6zfU±yVlZ&tf&'&m<Dn>^*Xh&&(Dm-&%:. 01 

z>±T**-*sKe>mmT°$>z> B '&$:(D&ffiT*i*. ostan^*;* hwm&mzis 
tsx$m &mti t. ^ & © t% ^wuf^u <D&ffttmfi e (o <fc e> 

[0 0 19] 
[0 0 2 0] 



1 4 



ffi$E# 2001-300 924 1 



#2 000-135010 

[0 0 2 1] 

I^T** ^ U ^^SrPgil L £ >J „ rrf U $/ a > JC J: S A * ^ U a®7 * 
[0 0 2 2] 

BUtf>t£3kKfl5£ L/T, #H§¥ 11-282756 (Jgn^f&RttlB 2 #30 T* 
tt, T^y^-^a>©#oSJ^W#$:##-rsfe*?){CCPUp^lcm^e>n^^ 

[0 0 2 3] 

£e>lC, ^ffl#fF^5,123,045# (Ostorovsky et.al, J«TfiE3fcStf&3 £#3! 
[0 0 2 4] 



1 5 



£ttfE# 2001-3009241 



#2000-135010 

li^US^U, #itCEii£fc©£fcs;i£;&^®;**i§o ^© 

cfc^^^n-feyifTtt, m^{ci&#-r-g>3- K^g&^^-^^M^ mj^lt 

[0 0 2 5] 

;i/^r y £ * ^ y ^cpm©^- # ^©m^ ^iE&8?#r t>mm\z.um 

U «3l*tB0;R#i: Slier 6 v-r * n ^"n ir y -!*-©li#fc& Bift^r 

[0 0 2 6] 

£5^-*««&ffifiiUfc^>f *n:/nt^*©JMSfc&*. #tC HartmanlC 
<fc£*ffl#fFfg5,224,166-J§ «£*&fl5l) T*&, HiHHt£ *lT Vvn - FlC 
<fc & Bt^b $ tlfc^- # M^© T 1? ± X *^JL $ tl £ W^^M b >H? 

j&^ofco i©rafij^jc«*T. ^©r^u^r-i/a^^^n^ti^^^o 

* n :7a -is <y -9-©ii#fc &m 2 © B W £ r 6 . 
[0 0 2 7] 



1 6 



2001-3009 2 41 



#2000—135010 



□ ZfU -fe y ^©«|« £3! 3 <D S tt -T £ = 
[0 0 2 8] 

5 Zl £. <DX^ z> v u -?n -fe y -9-(Z>H£UC $> z> 0 
[0 0 2 9] 

[0 0 3 0] 

#38lE©Sg6©gl&&. _fcSBfgl~m5©Blft£. gfiflt^oMEfglC^-re 
z: i: <D x ^ £ v >f # n y n -fe y -9- © ii ft &c & -5 . 

[0 0 3 1] 

mm & mm-t * & &> v>^m 

ttiA°-/^-e;i:LTm^^^ev-r ^ tit© 



1 7 



mSE# 2001-3009241 



#2000—1350 10 

[0 0 3 2] 

^2fcj:tf!|l3<DBift£Stf&-r&fc«)ic, ^-f ? n^a-feylHi, 

[0 0 3 3] 
[0 0 3 4] 



1 8 



mSEff 2001-3009241 



#2 000 — 135010 



m £ b x M * ^ y ic $ ti s £ £ % k: , H^a*f ^ T&s-r-* ©MM 

[0 0 3 5] 

it lrtytr - V £ b T«jEft S ti £ v >f # n ^ n -fe >y -if «u ffi z: i: <£> 

^UrTS^n K##ft*Ti?i«#ft bfc#2 ©tei:. SUfc£v>r * n 

:7nizyif©»«liT*lMftbfcl&3 ©tefc& % hfiNifc bTfl^tf) 

[0 0 3 6] 

>f*^ hw#K:#**i*m3 ©ffi<oa»cs:«-^ffcu m-%itz*ittimitm^ 



1 9 



miE4# 2001-3009241 



#2000—135010 

[0 0 3 7] 

3 *l 5 © T? , * V ft® * ^ y 

[0 0 3 8] 

>f * n >^n "fe y *JCBI^<Z)*ife &-£trBB3*fif#«:, *as©ffl*#«lc*£&tf. 
[0 0 3 9] 
[0 0 4 0] 



2 o 



mSE#2 001-3009241 



#2000—135010 



[004 1] 

(m i mmmm) 

0i~i4 &#ibt, &mm<Dm i mmj&mizfrfrz'? j ?u u-tyv-iz 

-D^Xnm-t^a &mMmMVl$. j£<W&LT^.5Intel*±(Z)Pentium Prov-f 

o fcfe. Intel Pentium Pro^D-fe-/ -9- {C#^>&§|S^^>, ffiCOT-^^-V 
[0 0 4 2] 

Pentium ProT-^r^^^YT?ttT Fl^^^WlC^ar Kl-'^, U— T 
[0 0 4 3] 

^> t&t)^*67^U^-i/3>Of#(CJ:oTffi07^ , J^-^3 >©g&f^ 

(OS) ICfcoT^lCSI^StlT^^^Ofr^ (£i£U ^#lc§§b 
[0 0 4 4] 

^iifc bT=fcftIM RJtgT'*>S 0 
[0 0 4 5] 



2 1 



ffiSE4#2 001-3009241 



#2 000—135010 



[0 0 4 6] 

V-f VU-fU^vV 1 0 1 ^Dt-yt371 1 1. ^TLB 
;t>);7 7) 12K Mffil»13 1, f-*TLB14 1, 2#C3f -Yy S/a 1 
5 2 fc-g-tfo ynt*;t37 llllt AX^f># 7x-X^^7 M 12, n 
- K • f - ^ B|-tft/t#ft^aS 113, H^ty^/al 14, 33J:MH* 
mnmi l 5Stt§ 0 *^f?«Ul l 5&, ^7i'yf/f3-K2-y h 
2 14 #^^-;i/2 15t, ^H^^prL- y h2 16t, ffr^ff^ST 

^ h 2 1 7 *m-?z> 0 

[0 0 4 7] 

M^MS 1 3 Hi, l/^^^f ^T-f;i/2 5 3, Zl>^ap^ 

y h 2 5 4, Mffil^-y h 2 5 5, ftaf«S|jtSlftffi3.~ y V 2 5 6 
, Zl- KflffHffW* • **MfcSE:i-y h 2 5 7 &-£tf. LB12 1tt, ^~ 

i?T—7KAy7T 2 3 0 3- KS^W>y77 2 3 U, tt*#fl;:in 
y h 2 3 2 £^-t£o f-HLB 14 1lt - Zf fr^Mffl 2 3 3 ?rWT 

£>„ 

[0 0 4 8] 

v>f^nynt«yt loitt, zkdvT # n^at *y-iHc@;£cE>2tli§^K p £ 
USiK s ^Mts»EiIJi2 4 l &fts 0 4\ yfn^A'O^ 

AAfcBf-iHfcL (E Kcode [A]) , Bt#telCM^^*®^Kcode$:V-f ^n^n 
•fe^iJ- 1 0 1 CQ^HiK p tBl-fft bt (E g p [Kcode] ) T>f ^Q7"nt>yt 1 

[0 0 4 9] 



2 2 



miE#2 001-3009241 



#2000—135010 



<07 u 7*7 2*%:. 9 u^uizy-V ft%l!><D*4 *>m&&-i~<, u-F 

&mt=L- v v 2 i 2&, i*a}bfc»^n^7i»^ ^^tiMm-t^w. 

m%3km.^-v V 2 5 7tt, f£#tt£*i£=3>^3fx hf»?g£. v-f*n:/n-fe 
y^©ft*ttT?«HHtU aMHfcStifcn^*:* hflNSKc£**i5=i- KRgp-& 

[0 0 5 0] 

££T% o l offtt&m #fg£§itE -rafale, £*r 

[0 0 5 1] 

i*^^.^s/3.2 i 3 ^fc-r*. ^oyK^c^^t^ 

*T*§* It&^mfTuT 3- - v h 2 1 7 tcite>tl<5= *^ff^T^--^ h 2 1 7 



2 3 



mSE#2 001-3009241 



#2 0 0 0— 1 3 5 0 1 0 



is=L 2 1 8lC«g&tf„ 
[0 0 5 2] 

L l-r-#3r-Vy 1 8<DftmiZ. /U>f ~7 x. — XfofflfflTlZ&Z) L 

2^«;S/a 1 5 2 T'§ £ lC=fc 3 — ^^-Y V S/a $ tlT, * >f V^^'J 2 8 1 IC 

^TLB 14 ltt, HHItCi&3gy Fl/^^^I7 K I/X^©35SI€:ff "5 ilim^ 
IC, f-^^fr>a&tm. f-^TLB14 lit v-f ^ n ^"n-fe y-tf 
1 0 1 \ftm<D&&UZ?X$tf^^-7)l(D9um7Fl/*lcm^^T. ^-—zfji 

-^•;77 2 3 4 iC^^^tl^o 
[0 0 5 3] 

^fc^-T, — WLB 1 2 1 lZ^<~Pvr-y r )V<D-m^ 

m&&$.n. *<Dfemiz'&^T7 Fuxmm&ftt>tiz> B ^>^7x-^ 

— y Ml2tt, *>f S/^y 2 8 1 £fc&±L 2 3p^<y*/a. 1 4 lfrb&^&Wt 
Ll^^^^yi/a2 1 3tC^^fiStlS„ L 1 ifr^-dr -V y 2 

[0 0 5 4] 

-S?f-^^JffllT7 FU*£«#fT*>*l*#* ^©^fTte-t&bfcJ:? 
IC^-^TLB 14 1 T^ffctieo 
[0 0 5 5] 

<DMftt.*Wis=L* : £ViZ~D\,^T<Dmfflte> Curt Schimmel^tf) TUNIX^J 



2 4 



ffiSE# 2001-3009241 



#2 000—135010 



-*/H*fiWW*TJ (V7 hA>?*±, 1 9 9 6^) {CfE^SnTV^o 
[0 0 5 6] 

ft«K:J:«|ji»©«gH€:4»SIF^>f "TJOsfc^, 
[0 0 5 7] 

fCJ:e#i ! f : fflH»2 000-3589 8#JCgE«S*lS fc£ y W&^-?U 
£^>f >1M X£— gfc-rtifcZ, £©<fce>fcffi£:£:oT : fc<i:vA 0 fc^b 

y> ^iilWny #<Dm&~3n*mmiz~?z> 0 

[0 0 5 8] 

aL©^>f >-9-^fX$:3 2/W K zfU 4 If y h 8 /t>f 

h) fcUT^*. >f y-^fjftti Ktt4/W h*C«J«S*i, C-FA& 

A0~A3©4/W h 1 9>f >&A~H© 8 t7- KTMSWtStlTV^S 

0 3tlS:^n yj'U->fX6 4 If y h Kl^fS 8 /^-f b#&lC&£ <k 3 iC^f > * 
y-^-tSi:, M 5©T©0©J:5lC, AO, BO, H OtfC- K0£J:tf 

1 fc«t231-**©<z>:/n y*CBW3*u ai, bi, HUWD^^ 



2 5 



mSE#2 001-3009241 



#2 000-135010 

[0 0 5 9] 

it/^itm^<o^^y(Dm^vxm^^^m^ir^z.h\zt^). mm<Dm 

[0 0 6 0] 

uy ?mizfe&j£*n fritz fc&<Dm<Diim. mjut^uvzm-^&cBc (a 

pher Block Chaining) ^E— K&if Sir-SloT^) <k V^„ 
[0 0 6 1] 

[0 0 6 2] 

zfuV^&jjVyZOimmr KI/X3 0 1 #&Sfi&a*U -£©J:&lfy htf) 
•5 s -f b y 3 0 2 -t" - 3 0 3 tCi:oT> h U 3 0 7 - j ##g 

g3*l6. /<-S;i>b'J 3 0 7-j», ^-I>b'JID3 0 7-j-KH 

an«Hi> h u 3 o r— :?>3 o 9 cdmt kux 

[0 0 6 3] 

e>HS^TLB 1 2 l±©;*^yi!g«&»f»^*:ii:#T*£5. 



tfiIE#2 001-3009241 



#2000—135010 



[0 0 6 4] 

, 9->fX<s«*e*B3tsti«. v-r^n^n-feyifi o i ic@ 

^(7)^itK s &®5t£*iTv^;tf. ^n^^A^pf^b. '^Vcizm^hnz 

<Z)&ttf>&S£*§5£-3-££#), FU 3 0 9 -m{Ctt||ni> h U £/K>f > Ft" 

S7-f-^K3 0 9 -m- 4 *? — Hr'7V3L9 F 3 1 0 (DT Fl/X&mh 

[0 0 6 5] 

*—*-7V3L>; h««3 1 0{C&, Hffzi- KcDBf-SHfciSKcodejb*, ^gg^T 

Kp [Kcode] T?&*fi;*;nT^So ^gg^T^i? V XATf- # £^^Cflt#fl;-t 

<fcU;R<&£o ^3*eii, Ks, KpO^$§:1 024 blf^b, Kcode©^$ 
£ 6 4 b \f. y F t. U Zs>f\Z& y 2 5 6 tT <y F©:S£ £ bt, E [Kcode 

] £ 1 0 2 4 If y h©S^tCHiP#>fbbT=¥-^-y^i^ F«e3 1 0tC&*ft^<5 
. Kcode^<, 1 0 2 4 if y F tCfftWe^fc V 1*Ifctf> 1 0 2 4 If <y h 

[0 0 6 6] 

®6tt. JilB^^tlS:^ tftttiCDf^S. ^n^A*')^^ 5 0 1(1 & 
17KU^5 0 2<7)_h©Bir^b$tlfc=I- KM^c5 0 3 <D±<DT Kl/^Addr 
£flbTV^ 0 i!7 F l/JJUddrfciu L B 1 2 1 iC^^iAt tlfe^- ^ 

-^;i/3 0 Hzm-3^T. ^STFl/XAddr' JcSaftSti*. r*l£|!Wc, t© 
-if ft 3- F4fe-&ft«E [Kcode] #3f-^-yOl/3 0 9 6 8t »J ffi 3 *u 

tt^fc«WB5 0 6lC^VATCPU©^o^itK sT'^^fc^tlT. # b> F:3 
- FMT* 5 0 7lC«tt3*l6. =2- FHlF*©fe«)©*a«tKcodeJi 
, ^U^^A'O^tCJ:*;, 7>f^n^Ot'ytl0 1(D^iKpWft$ 

*u KcodeT'Bt^fc^tife^n^^Aiiii^lc^^ti^^T?, ?>f^n^nt 



2 7 



ffifl#2 001-3009241 



iff 2 000—135010 



y-9-1 0 1 (Dffi&mK s ££(ie>&^rL— tf&, Kcode££tJ£ zi £ 
[0 0 6 7] 

:/n^i» K coders n^AeolSffn- KSH^lffifbfct 

Kcode^^tc^u, ^3#icg^#&;rifcv^e>icir3-t£o 

[0 0 6 8] 

£{k*r-y L --7)VS 1U, ^^-^^-^5 1 2 tyM* *E V 5 10 

ics^tu ^n^tuDyamr kux*^-t-^;h/^x^ 5 0 8. cR3i/^ 

5 0 9 £J:oT*i3££*lTV^ 0 3*l6©^#"T— ^^KDft^tt, /U>f> 
^7i-^3.r.^ M 1 2 S^bt, ISftS^^HTLB 12 1 JC^f-V 

[0 0 6 9] 

WLB 1 1 2lC e fcoT^g!£*lfc^3Sy Fl^Addr' lC*hS-T£ft 
§5 0 3 ft AT. J ^>%-y — V Ml 2 &C J: o T^^Jii £ *l£> 3CD^ 

[0 0 7 0] 

AfCj:S#ffm^2 000-3589 8 HfJCSBISStlT V*&. 
[0 0 7 1] 

[0 0 7 2] 

RfcJC, ^.-iflin- KHip■^■^l:^Kcode<Z)K© > fBS:^I'5 3i:^T*#^eV^©T% 



2 8 



ffiSE# 2001-3009241 



#2 000 — 135010 



[0 0 7 3] 

mz. ymm<Dm±iz'D^Tm.m?2>. 

[0 0 7 4] 

wlb 1 2 1 it mEm^vzi- Ftfumt$ftT^z>fr£vfr cm-^it 

[0 0 7 5] 

»*#$8£-r*tMBT?s>s. ^mmmmiz^rit. um^tit^n-^^mnv 

[0 0 7 6] 
[0 0 7 7] 

*»9!"eH:» Hff=i-.K©«P#'fbK:J:«»*f©IS&ihK:iII^T, d tub <Z>mtg tc 
<fc *J , 5 s A v >f V * ^ A yif~7 ! 5if\Z&.Z>~7u P^lxOlblft&lftltWjL'* 

[0 0 7 8] 



miEE# 2001-3009241 



#2 000—135010 



[0 0 7 9] 

hmmtmzti&o ny^** hmmiz&T-fvJr-i/aytf&m-tz 

[0 0 8 0] 
[0 0 8 1] 

f ©jftltfiCllff LTV^^n>5^=¥X hSrHi^{:LT^#b> ^TCDT^U^-^ 

"frJCfc *»T^e>©*»«rK:aifeS*liEL/, ftf^&tflE b 

if o a: v V t 2> . fctfeffi b fe^iC tt^lHf & nfut b T 

1/2?* 07©7O l~7 2 0 tt'©a-f 

[0 0 8 2] 

Pentium Pro7 — ^ -fe^CDn Vr^rT. hfi!f$8©* *E U Ji'V 



3 0 



mSE4# 2001-3009241 



#2 000 — 135010 
©littTSS (task state segment) fcBf&ftS,, J^TZKMmiC^SUfcjg 

[0 0 8 3] 

IDT (Interrupt Descriptive Table) £ fr£ WMM&fB3£ 
[0 0 8 4] 
[0 0 8 5] 

„ ZL©^-&lCW\ y 5 A* 9 > * liX * y ^±C«#SftT U * V\ 1&SE© 

Si&69^n>^dp^ h«#S:»ffl-rs. Sl^KI-g^^ l/^X # tt^b 
[0 0 8 6] 



3 1 



ffifE#2 001-300 9 24 1 



#2 000—135010 



[0 0 8 7] 

(1) n>^dpx h$r£/&L£T^n-7n-fe>y-9-g#£, 3>f^bM 

[0 0 8 8] 

(2) KBf#^x-e^»$tife^"ny^^^tfi»T$ti. ^tf>n>^3fx 
titter. 

[0 0 8 9] 
[0 0 9 0] 

[0 0 9 1] 

#f& (2) te, fc£*fc£i£^##, yo^^AA©H^lCJ;oT^$tifczi 
^j©fc^e)^ , n^^A$:|fM'rs^i:fcj:oT, :/a 4^ AB IC^ti^- 

MS v x , tt -rfiSMBft c hf-sas^- * & fi&fiF-r s * ©laH £ * « . 

[0 0 9 2] 



3 2 



fctJSE# 2001-300924 1 



#2000-135010 

[0 0 9 3] 

=y > # a icgi y d tcvm-fr %~?u>f^b> im m ^ns ^rtgtt & #Bfc-r & ^ t 

[0 0 9 4] 
[0 0 9 5] 

bt (t<DT S S-eii^<) ^Ix^h©**? l/^^^f 7 2 5^fTS S {C^ 

fit, I dtx> h y tf>m~$"£ s Slc^#$tifeH^f^ffi*^n-fe 

y-t?*{C^!fi$tlSo I DT©I> h U #T S S &^LT^&V^-£\ 

u^x^©Bip^i:*fett^J^b©^*^^t>ti, t s s <D&mtfttet>tite\<K 
# £ -g- x "r- a s; x # » i&fl^ s . 

[0 0 9 6] 

8 0 2~8 2 5^»J, ^tf)#C&C, T S S <Z)1^>f X^^ffcO^Mfc^ 1 9- 
F8 2 6tflfr*l6. mii^"n-fe^-9-^##$nfeT S S ;W^>ft 3*l£%(Z> 



3 3 



ffi§E# 2001-3009241 



#2000—135010 



-9m*ikfflmu*?X# (C Y 0 — C Y 3 ) 0i€8 2 7~83Ot, -9--fX& 
:/Dy *S{C^;bi±££&<Z>7\ 0 ^ >*~8 3 l^tlS. *^IC zi > 3r X h 
fcHiHHfcbfcgiK r §:Hff=l- F©Bt#>fbKcode^^il|tr;i/rf U XwMC<fc y m 
MUlE Kcode [Kr] 8 3 2, 3 >f^X h fcRf -iHb L fcHK r ^UMv 

W&mmK p^Bgf^bLfe'fitEgptK r] 8 3 3, -eut, rti&^icM-rs 
zfU-kyWm&mK s tC<fc£^;&S KS [message] 8 3 4 3^**^*1 45 0 * 

x*M(z>^mLw^£##^£f&[ii<£*x* £©u y^mms o 1 o sia 

[0 0 9 7] 

r^e>nf?n- K<z>H£#ft j e>^&£/&&> ® 2 c^-rM^aap 1 31©*© 

[0 0 9 8] 

III8 2 6©9-K^ 4t0KHt£SI*.e>;ft* o fit, @5ilRllT^b 
fc<D£mm<D>( y* U *iT, ny^x. K#Hf-5Hb£*l<£o z:©££ 
, ^f-f>^8 3 i «Bf-^fb^n y x\z&t>itT >( y z v-^tfmqjizft 

[0 0 9 9] 

-V&mi%-%ikLt£^(D&, 7u?^Ix<y#£.-7U-tvV<DmmiZ£2>m^tZ 
*lfczi>^3rX hCDSm&RTfgiCU l^f ^picrt- if ic J: S =i >^ ^rX h(D^-^-fb 



3 4 
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#2000—135010 



[0 10 0] 

bTE Kcode [Kr] 8 3 2$:t#ftbt, n Zsir** b ©HgF#fb||K r £Jfc y ffi 
E K p[Kr] 8 3 3 &t#ftlT, K r ^»Jffifrfc^§5„ 

o i «gpic#o^^T'=i>^^^ hmmz&^4tLTmfi*nffi-t2> 

E Kp [Kr]tC*ffS^S KS [message] v-f ? U:/n -fe v if 1 0 1 ©®^|t 
K s $:^I^^V^rL-if^^ti-<5r il=fo1?^^VN 0 
[0101] 

*l&„ b^U l^S?^*©«JB^flE»I©*^ 3-K©Bt#-ffc«Kco 

£f^bT^*itft>;fr£<Z>T% a. -if teA^Mfc^Tfa^A^Sr^Jigb 
„ **iK:MlSi-6ie#ftS*ifc'5 s --*€:A#'r*ifc« c T^6. r*Ui. f®#8¥ 

[0 10 2] 



tfJ§E4# 2001-3 0 09241 



#2000—135010 



n^b2 54li, £L$tK r fcfflV^. &m&7n/3 V XMZ <fc y 3 >-r3r><. h & 

XAlC<k UHgp-^-fbC^-fitE [Kr] 83 2i:lti#n. ^"O-lr^i^©^^ 
K plC J:SK rOB|f^bE Kp [K r] 8 3 3H ^^HT^rTy XAiC J: 3 0 
[0 10 3] 

*rfcbfcvM8».K ttJ&?&¥*<D^-Fft^jElzA^2fr2>z. titter. z:©# 
^tCfflli £.ZL?>f)\ 3.-- 9 , lC«fcoTA*S*lfe"5 s -*&Wp-&'ffcbT^ i E 

rsait («o j z.miti&^&i&ljaisTnm&lSl&*&<°t&£^t>M 

#SlcH$tT-&»;. :7n$ r ^S>y&*fctt«©&T&#< ^fcJcfcS- 
LO l o 4] 

[0 10 5] 



3 6 



ffi|E# 2001-3009241 



#2 0 0 0—1 3 5 0 1 0 



m&s 3 4<D&&'&*zfnmmzfTt>ti&m%ittitifc% l &E [Kris 

3 2<D'& J %it\Z. 7>f^n>fnt5/t 10 1 £tt#*T*&fcV*3&tt&»fcLT 
%KV>f ^D^Dt^tl 0 1 IC@^0)^^K s (ZHltZl- KHf^k^Kco 

[0 10 6] 
[0 10 7] 

<#mztit~z/u <u<Dnmmm> 

[0 10 8] 

m2<D7uy?mizmz>£. wftmmmi 3 ion- vm^itm - s^tfcKa. 

-*/h2 5 7tt, «^{C^i&S Ks [message] 8 3 4 £:/n -fe y i^O^liK p £ 
[0 10 9] 

3 >-r-^r^ HRiP#ft||E Kp [Kr] 8 3 3«iKstt^lT, SURK r 

(eip) 8 o 9 ic^-rsn- K^^fcit Kcode^/<-i/ 5=- 



3 7 



2001-300924 1 



#2 000 — 135010 

. n>f^X bmmm^/'&^it=L-v h 2 5 4 n- Ktt#ft«Kcode^E 
Kcode [Kr] 8 3 2fc«-i§-'ftU *<Dffi%:%:Z2- \?m-%itm - m&WiU=L-y b 

2 5 7 izm& 0 n- KPt^H • S^MME^-y h 2 5 7 E Kcode [K r] 8 

3 2cd^^^, v>r ? u-ju tywmmmK s ^j:^^>ftMm^-^:-r 

[0 110] 
[0 111] 

ifcKr '7uy?J*'<>#<DmJut*3i- KBf#^KcodeTBif#'ft:bfe'fitE Kcod 
e [Kr] £^IE{C^e>^£T:\ n>^^r^ hff fg©##lC&Jg&* ^EU <Z>S£ 

[0 112] 
[0113] 

VN-fft^©&iElc3:gfcLT, «^«.3ffi3.-y h 2 5 5 3 
M\ fflft<D#&&. T K 1/ X li $7 -Y > ^ * £ &ca 1 l^#S»ff £ tl £: T K 1/ X fc^-T 



3 8 



mSE# 2001-3009241 



#2 000 — 135010 



rLn^y h 2 5 4 ICJ: »;m#$tlfeH^ffi<Z)^^X^7T>r;i/2 5 3^#£ii&£, 
[0 114] 

/J^^pfEtCJ:SB2|s:ffl#ff#^2 9 8 0 9 7 6 #K11B«3*lTV*5. 
[0 115] 

[0 116] 

9 UZfUTzyV'<Dm£K£Z>zi>v : '3rZ. hfiNg© ^lE&n 

jCi: y^fr3*l*;ifc&fifrlhUTV>*#. £ ©Still fc^.fcl: U A's y K&ig^ 
LTV**. 

[0 117] 

o 

[0 118] 



miiE# 2001-3009241 



#2 000—135010 



k^>^t 

[0 1 1 9 ] 

K8ic£v^T. 8 2 5-1 ic^fRtf v M*=J b W&*smtp£$ ft 

©fccojcigjeT? # & £ v^ &^-r s B 

[0120] 

8 2 5-2 JC^-TUtfy MiTS S#rL— IfTS S^i/XfATSS*l:att 

z:©fcr»y h# i ic-fey b$tixv>s^tt^#$tifcT s s^^-ifTS s 

*7.>7>f- htf>H?mb£jibT^#, tl5 T S S lii/Xr AT s s 

£ 0 J/XrAT S S ta.-!f T S SfiDl^H T S S ©tttflUBrC^UfT 
S„ ^XrATSS®tiT», 3C#Hff *P<DZfU 2±<DZ X* 1/ 

*rb<«[»snsT s s©tiria©*x^ t©y >^««8 o 1 ifb 

[0121] 
[0 12 2] 



4 0 



ffiIE# 2001-3009241 



#2000—135010 



tlO 1 ©ft3BlCl8!#£>ftfcC Y 0~CY 3<D4-D(DUS?*$lZfem2tlZ>o Bf 
7Kijk-tm®7 1 7 — 7 2 0 tfrtUCg^"^, CY0-CY2CO 
v\TMMi£*iil§U C Y 3 <Dfr$:mM%:BVT^Z> 0 
[0123] 

^-fi:j»'i$©#ii*$:. cY3i/^^7i 7 zrniz ii-oxmm-tz. Bg-%it 
-*<Dm-%itmiz7 i7-5 icii^stiSo ^mmr^^v xb.*&imvx^z> 

<DX. ^#^IC%7 1 7-55:^ItS„ Bt^fcltOfilC 0 ^f|^$ tlfe^, 

JWTCY l~CY3©I#t'I5feSW. #J*J£C Y 0 £C Y 1 (£> 
i^tSlf^l^o^, f©f^iiCY0(DMtt^$tlS. 

[0 12 4] 

7 1 7-4&^Ay?'fcf*y bX*$>>). Trty?V<MX(DT-*Wift$:m^kWl 
[0 12 5] 

7^CY0~3O^H 0 2 IC^-T 1/^X^7 r^;i/2 5 3^e>r-^TLB 
14 1 falZibZ^-Zm^ik^-T-zTfrZ 3 6 lCM*&£ftT^£„ 
[0 12 6] 



mSE#2 001-3009241 



#2 000-135010 



#ftM&#*!^3*lT^*U£> f-^TLB14 11t L 1 ir — ^^-V^^a 1 
«:*i)tS*lfcH|p#flSl*^«iP#'ffc'r& £5fC -5 s - # HgHfftlin >y h 2 2 0 fcljgjg* 
[0 12 7] 

o 

[0 12 8] 

2©^-f>^ J E'J2 8 1) \Z&&-tZ>Z.t.\Z& y, 7 i -^Bif^fcM'ffi$:> OS© 
[0 12 9] 

all 4±0>7 : -#£l If y Mtixfc^Wt^ ^yjfett^f'Vy $/a^ 
[0 13 0] 



4 2 



ffiSE4# 2001-3009241 



#200 0—135010 



[0131] 

(2) F©Hff tfc&ijump, call^ftifJCJ:*;, ^SStl&^H 

-K*>e>, ««Stlfc=i-Kfflx>hUy- (EGATE^) IC0J$J# 

[0 13 2] 

Y>f^nynt>yti o l^#^.feJEL/V^^i&^'f^i^$4^Tv^srt*^i£$t^ 
[0 13 3] 

(2) ©#MSJ±, #«3*UfcvV:3- Kfr&ftfiStifcn- F^£*r#£#-rt§ 
1W»©**JtC3:>hyy-h (egate) ifr^t P^5S$S3*«s#^&^fT b 

[0134] 

-fi?D^Otyfl0 1tt, Mfl^SSB 13 1 1/ > h =z - K8gH£fcat3H«#- 
S251 (H2#ffi) JC, mftmfttpO^- F©Bf-5Hfc^£^bTV^ 0 £1* 

> ^r^^eo it*, ^^(Ollfi : ici:=fo^oTz:(D^'fB^3g$ti^^2f 
SrfMi-s. i^'fB^jg^msnfcsiiir Uf^6 0 it-no) , 

^60 2iC5i», 3£XK:#oT|SfT3;ftT^*#^#:n> h V¥- h (egate) ^ 

iE3&#^*e*»;, ^H^tifen- FtcWPfc^T LT%fr£;b£v%;i£:£Si*-t- 

(Xfy^6 0 2T*YES) , ^V-fa^&mf-t&o 
[0 13 5] 



4 3 



ffiSE# 2001-3009241 



#2 000-135010 



0 2T-NO) , mv&$.nt~ifr^tf^ms£teifr^-v$>z>z.}i$:Mm-tz> 0 zom 

[0 13 6] 

bfe^ot, XTVZfG 0 3 7?^a$tlTV%^VN^T*$)§i: i f0»T$tlfc©'ir 
[0 13 7] 

[0 13 8] 

e>„ X>hij^-h^HfttSi:, 07f3f«II/^^CYO~CY3 (7 
17 — 7 2 0) <Z)|i«!c (C Y 3 T*«M^7 17-5) IC. SUfcK r #n- KS 

5££ftTV>fctt*U;£, rAyy^yb (CY3t'li7 1 7-3) tt^f/^yyi: 
[0 13 9] 



4 4 



ffifE# 2001-3009241 



#2000—135010 



[0 14 0] 

U T ? -fe X Kl ^ > # A IC&5£ $ ti £fg fC J: o Tlf -SHt 3 tl S IS/t £ & £ - 
[0141] 

ty^txt'^ &*>KLtimm&i'$?x* : &nfcisX. sMommmmzmx.®! 
-^^m^x^<Dmmcm^iiihxh^^Mm^p^<^^zLt^x^^ 0 

[0 14 2] 

Utfc<^i:^T't5. fc7£U vVy.^\z^jE^m.-kWL^X^y h y 4*- h 

>f- h^mLxmn^n^^u^^^mmizit^M^v^mi)^^. 

[0 14 3] 

T* %X # y ? & if <D ;* - # «:/a ^ A# ? > # ©ffi^fT K * fe 

*f r f T«*ijt u * *e y ii^actt^it - a tf-*sffix fceu 



2001-3009241 



mz 000-135010 



visits fc&wmtcDMm-frB. y^yuv^to-^zx? uyxzz&ftis 

[0 14 4] 

zioi-pic. f l UMIic^^ST-f ^ d t 1 1 o l T*tt ¥JcW;M 

[0 14 5] 

mi$<Dzfu>f ; 7 2±£.±<m— -e&5o sine ^iF^^f^^^fflifci 

[0 14 6] 

#IF^-f>©n-Kl 1 0 l©Hfftt. flF^>f >^l/>); F1121 
f>\ #»F*-f ><£>egate (x>F'J^f-F) £ fttftt £ ^ £ JC J: U H*& 

, F* >r 1111 (cg^*^ y (ms 1322), tfu 

*PPpl 1 1 2K&5call yyy#^^Htr$tl§ (MSI 123) „ 7.$y>7* 
=E'J110 2lc^ffib7C(5!)T Fl/;*pppl l l 2#yy t^ffi&yyyl 

x# y *©MU#*fepppl l 1 2/s.i:^M^& 0 l^n- F<DB|f#fl:^# 

[0 14 7] 

#C tC F * -f > j^e> F ;* > ^ © ^ ffi l> 33 4: &C o V > T fftlg f 

3<Z>$!J$r©l^fC&> §!F^>f>^f)#«lF^>f>A©^ny7AW 



ffi!iE4# 2001-3009241 



#2000—135010 



[0 14 8] 

&mr*%>2> B -^ti^titf) F*W >lc, §lF^>f>0ifTn-Kl2Oli:, # 
&^F*^>©^?3- Fl 2 0 2#ttfr;nTV^ 0 ^-ifTSSM«l 
203t, *««F>t>f >t©^9^-dtS«L/iH«l 2 0 4#tgtte>*lTV^ 

o 

[0 14 9] 

^f?fcfc, XI/9K122 1 ^egate^ ^H^f-TS 3 £ tC*&£ £ „ ^« F* 

'y^-ZW&l 2 0 4 jCrL--^T S SIJ^I 2 0 3tf>7 Kb^^#btfc<. 
^UTecall^?r||iff bt^IF^'f Fj«tf ffi2*l£o ecall^ 

[0 15 0] 

rL-ifT S Sfci/XfAT S S ^OjtV^i, ® 8 lC:^-r:x-1f l/^X* ic£^ 
T. T S SJ:©M^8 2 5 - 2lCU7^^^-fe>y h$tlTVN§Zli:-e$>-5c »f£ 

fAT S S^Oziy^r^rT*. hfit#(Z)«#i: J^§l> r£— !f U V* # C Y 0 ~ 

cy3 iz%.mhfeT-$&mmm*mmzmi£^. 

[0 15 1] 

£T Fl'Xparaml 2 0 4 £&#U &lg&flt.3l£?T & 5 . 

MF*^>©#T*&yn^^>^c$!ipgi;]:fcv^ 0i2oitn 

> q q q 1 2 1 3 &V$Z$&VT^Z> ($cfiJTfStftIl 4 2 5) „ Mx.l£exxfr 

e>qqq<Z)t^ffiL*T*(Z)^lC, X # ^ ?^>f > # <D^^A^ * - # OX # *y ? ^ 

4 7 ffiftE4# 2001-3009241 



#2 000—135010 



MW1tm-tt=.®>, sret*^#$8fJ3*l$ (1 2 2 7) 0 
[0 15 2] 

sret^%, *K^y F&j&fcte^retlfa^r £&£.&*) . rL-if T S S £J|Jt 
tS^7>KI:-otS„ ^^7?ttA'^^-^M^Cparaml 2 0 4lC&$f$;ft 
£it£T, ^ica-fTSS 1 2 0 3 fc^fitlgi: LT*|£ LT 

^L-ifTS S(O^^.^U ->n/KliMm^tl-5c sretiSMfr©;*^ 

*yy FfC 8 2 5 -2U77^O0i/^fAT S S *lfc«-£rHu ^llfte 

[0 15 3] 

t.m&<Dikutfft&t>ft. msitfWLft2ihfrm&. 

ltf©^lCM^tiTb* -5©T% &^F*^>0>:2- F&. i^^lz-^^exx© 
HfT^$:A^^-^M^cl 2 0 4*>?,Mt6„ 
[0 15 4] 

F* >f XJD&Stf^T LTM£#N*« F* >f yiz®-tmt. ejmp^^ 
6gt>*l5o ejmp^&ecall ^<Z)^#{i^f^t>^ V*„ % Recall, 

e jmpJ^^CD jmp, cal l^iZ J: o K ^ >f > ^ F* >^ £ WMtf 



fflil4f 2001-300924 1 



#2000—135010 



[0 15 5] 

£k±ifi&n F* >f >fr 6>#HMi F* >f ffl b#JEfc**iK:«J8S*iS*T 

[0 15 6] 

T^'J^r-^aVtck^rL-ifTS S <D^!lStf>|gSlc, 4#*&#oO sate— if 

TSSfiit «fFjl'f>03- F©BiP#flstt««jEL<«3lStiTV^|»y l± 
. <fe-regate«:5iomff&Wi&S*l, fif *J a** fclirL-if |c J: Z>mmm&m 

^-o, JBJWtfCiioTfcJu £f<DJ:e>&n>^;* h«#B<Z>A*i#*.£#& 
[0 15 7] 

Jb^ b fc^M F* >f > ^ F * >f > ffi b#« ffi^SKJlc 
[0 15 8] 

3©B#. Pf#©ia<Z>/*9;*-*©S*bflg«&, ^fcM#<Z>H-T?KSE*£3l£ 
[0159] 

[0 16 0] 



4 9 
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[0 16 1] 

v FMu MStbfc** y * £^n^A?!j^>#'fi!£#Oo — 3\ u 

- F£lWffi£&v^y, J* l/y F-$J#*.tt$&£L3QiVx#, l/y FT* 

ttlfrafcbfc^ctt tun I x*-*;ivj £#M£*ifcv^ 
[0 16 2] 

xi/y FoD^i#^f^t>ti-5o — n-if^i^-/ F-e&yyy>?r-s/3 
ztiT^T&-£-<mm&<xisv F^j#©i&>fWortgT-*>y, ^o^eti^ti©^ 

[0163] 



5 0 



ailiE# 2001-3009241 



#2 000—1 35010 



UN I XHi6^flliLS*raSB»3&S/y^^/iBSI«WBtt. 3>r^x h*J#©«j& 
[0 16 4] 

[0 16 5] 
[0 16 6] 



mSE# 2001-3009241 
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